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IMMEDIATELY REVOKE ACCESS WITHOUT LOSING
ACCOUNTS OR DATA

safeguard your Are you at risk from former insiders? Fischer Access Termination defends
systems from or.ganization.s from security breaches by former gmployees and contractors
former with a very simple and cost-effective way to terminate access to customer
data, financial information and other sensitive corporate assets.
employees and
contractors | just a few dlicks, you can immediately reduce your risk of “orphan” W

accounts from hackers and former insiders. Orphan accounts enabled an

insider at Société Générale to create a €4.7 billion loss.

Solve These
Business Issues
Within Days
Organizations incur millions in

losses simply because they failed
to remove a former insider’s

access to IT accounts. Most
organizations have lost track of

some accounts so that when a
user leaves the organization,
some accounts can remain
accessible to the former insiders
or to others who have learned
the account credentials. There
is usually no way to track
who is using these “orphan”
accounts. For example, orphan
accounts enabled an insider
at Société Générale to create
a €4.7 billion loss (more than
$6,000,000,000 USD).

N pata Security Problems
+ “Orphan” accounts can be targeted by hackers: user
accounts often remain active after employee termination

« Security risks: “back doors” can allow access to sensitive
assets even after network access has been removed

* “Back doors” can allow access to sensitive assets even
after VPN access has been removed

+ Cannot trace who accesses orphan accounts: insiders can
learn the credentials of departing employees and
contractors

A Employee & Contractor Offboarding
* Increased costs, errors and delays: unnecessary user
administration

« Insufficient controls: inadequate process to assure account
revocation

N compliance & Audit
* Inability to prove enforcement: insufficient history
maintained to prove all accounts have been terminated

« Expensive, disruptive audit preparation: difficult to
determine orphan accounts

Strategic Advantages

Avoid financial and reputational
damage of a security breach

Improve security of IT assets

Safeguard access to sensitive
corporate and personal data

Reduce the costs of compliance
and administration

Mitigate risk of inappropriate
access to resources

Maintain full audit history as
accounts can be disabled
without deletion

Prove compliance with regulations:

only authorized persons can access
accounts of former employees
and contractors




Turn Identity Management into a Strategic Advantage

ACCESS TERMINATION FOR ALL SYSTEM
& APPLICATION ACCOUNTS

Access Termination includes an administrative interface for quickly disabling all associated IT
accounts across multiple systems when a user departs your organization. All user accounts are
tracked, which reduces security risks and helps to eliminate paying for unused software licenses.
“Intelligent” termination of access ensures that all accounts and data remain intact and audit
records are automatically created: you'll always have the proof you need to respond to auditors’
questions.

Access Termination provides a good starting point for mitigating risk from former insiders.
Other, more sophisticated modules such as the Self-Service Portal or Automated Role &
Account Management additionally enable secure onboarding and ongoing management of
business resources.

Prevent security breaches from former insiders

Immediately terminate access without destroying any data or audit records of actions performed
by former users

Prevent orphan accounts: ensure that no accounts are overlooked during the offboarding process
Provide audit history of access termination for former employees and contractors

¢ Reduce help desk workload and costs

Finally, ldentity Management
for any-sized organization
and any procurement model

* Traditional on-premise

* SaaS Fischer:
* Hosted Trusted Data Security
* Remotely Managed for More Than 25 Years

- For more information
F I s c H E R Fischer Identity removes the complexity of identity USA: +1 239-643-1500
T OE A D N management to enable organizations to focus on info@fischerinternational.com
automating and managing business processes instead of
technology. Ask your Fischer Representative for additional
Built for Business... Yours™ information or visit www.FischerInternational.com.

Copyright © 2010-2012 Fischer International Identity, LLC. All rights reserved. Fischer International, Fischer International Identity, Managed Identity Services, Identity as a Service, laaS, the Fischer International Logo,

and all other Fischer product or service names are the trademarks andjor registered trademarks of Fischer International Identity. All other trademarks are the property of their respective owners. Document MCB-10-07-670C




