
Data Security Problems
• User accounts often remain active after termination
 and become “orphan” accounts that can be targeted
 by hackers
• Insiders can learn the credentials of departing employees
 and contractors – cannot trace who uses these accounts
• “Back doors” can allow access to sensitive assets even
 after VPN access has been removed
• Insufficient records of who can access each resource

Employee & Contractor Offboarding
• Inadequate process to assure account revocation
• Administration to determine the privileges of
 departing personnel is time consuming, error prone
 and expensive

Compliance & Audit
• Proof of enforcement: insufficient history maintained
 to prove all accounts have been terminated
• Expensive, disruptive audit preparation: difficult to
 determine who has access to systems and data

Solve These
Business Issues
Within Days

Strategic AdvantagesOrganizations incur millions
in losses simply because they 
failed to remove a former 
insider’s access to IT accounts. 
Most organizations have lost 
track of some accounts so 
that when a user leaves the 
organization, some accounts 
can remain accessible to the 
former insiders or to others 
who have learned the account 
credentials. There is usually 
no way to track who is using 
these “orphan” accounts. For 
example, orphan accounts 
enabled an insider at Société 
Générale to create a €4.7 
billion loss (more than 
$6,000,000,000 USD).

Safeguard your 
systems from 

former
employees and 

contractors

Access Termination Service

Fischer Identity as a Service™ Solutions
Remotely-hosted, secure Managed Identity Services® without the cost or risk of traditional deployments

IMMEDIATELY REVOKE ACCESS WITHOUT LOSING
ACCOUNTS OR DATA
Are you at risk from former insiders? Fischer’s Access Termination Service defends organizations from 
security breaches by former employees and contractors with a very simple and cost-effective way to 
terminate access to customer data, financial information and other sensitive corporate assets.  

In just a few clicks, you can immediately reduce your risk of “orphan” accounts from hackers and 
former insiders. Orphan accounts enabled an insider at Société Générale to create a €4.7 billion loss.

The Access Termination Service also lets you avoid the cost and distraction to license, deploy, and 
maintain identity software. Fischer’s Identity as a Service™ (IaaS™) solutions let you “pay as you go” 
for just the services you need and for only the people you need.
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Avoid financial and reputational 
damage of a security breach

Improve security of IT assets

Safeguard access to sensitive 
corporate and personal data

Reduce the costs of compliance
and administration

Mitigate risk of inappropriate 
access to resources

Prove compliance with regulations: 
only authorized persons can
access accounts of former 
employees and contractors



Fischer Identity as a Service™ Solutions
Remotely-hosted, secure Managed Identity Services® without the cost or risk of traditional deployments

The Access Termination Service includes an administrative interface for quickly disabling all associated 
IT accounts across multiple systems when a user departs your organization. All user access is tracked 
which reduces security risks and helps to eliminate paying for unused software licenses. Also, this 
service “intelligently” terminates access so that all accounts and data remain intact and audit records are 
automatically created: you’ll always have the proof you need to respond to auditors’ questions. 

The Access Termination Service provides a good starting point for mitigating risk from former insiders. Other, 
more sophisticated managed services such as the Role & Account Management Service or the Automated 
Role & Account Management Service also enable secure onboarding and business resources.

• Prevent security breaches from former insiders
• Immediately terminate access without destroying any data or audit records
 of actions performed by former users
• Prevent orphan accounts: ensure that no accounts are overlooked
 during the offboarding process
• Provide audit history of access termination for former employees and contractors
• Reduce help desk workload and costs
• Seamlessly add other identity security services when your needs change
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ACCESS TERMINATION FOR ANY SYSTEM
& APPLICATION ACCOUNTS

Discover the Family of Fischer 
Identity as a Service™
Solutions
Fischer’s IaaS™ solutions include “turnkey” packages
that can be deployed in a fraction of the time and cost of 
a traditional, fully-customized identity management 
project. These packages rapidly deliver low-cost, 
high-value identity services to organizations in a matter 
of days and provide an extremely low total cost of 
ownership (TCO).
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Fischer:
Trusted Data Security
for More Than 25 Years

Please contact us to learn more.


